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RAID 6 Recovery Lab Report

1. Executive Summary

This lab involved the creation, failure simulation, and manual recovery of a RAID 6 array
using five 10GB virtual disks in a Linux environment. The objective was to test the
theoretical limits of RAID 6 (dual-drive failure tolerance) and practice advanced recovery
techniques using mdadm.

1. Installed VirtualBox
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I’'ve decided to go with Ubuntu as it is easier to run a trial project with as | tried doing this
initially with ProxMox and wasn’t able to solve GUI issues due to it not being a VM friendly
OS. | do want to try it with a bare metal machine.



2. Downloaded Ubuntu Server from https://ubuntu.com/download/server

2 New Virtual Machine

“ Virtual machine name and operating system
WM MName RAID_TRIAL
VM Folder B C:\Users\sam\VirtualBox VMs

15O Image [ C\Users\sar whleads\ubuntu-24.04.4-live-server-amdéd.iso

EZ:I Proceed with Unattended Installation
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Specify virtual hard disk
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3. lcreated my 5x10GB hard disks to accompany the Ubuntu boot drive and to act as
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4. lran“lsblk” which lists information about all available block devices.
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6. |then created the a new device called /dev/mdO0 using the level 6 RAID with my 5
disks.

o9 --level=6 --raid-d

7. lam now viewing the RAID setup




8. I|forgotto show a step, but first | formatted the drive with “sudo mkfs.ext4 /dev/md0”
9. Thenlmade a directory /mnt/raid_lab and mounted that onto the raid steup

10. Now, | created data on the actual directory which is just a plain text file with the
following “This data is protected by RAID 6”

ra rotected by RAID 6" | sud
Thiz data is protected by RAID 6

11. Now it’s time to make a drive fail to simulate a real-world scenario, | do that then |
check if the data is still preserved, whichitis.

garithm 2 [5/4]1 [_UUUU]

dmntsraid_labs
RAID &

12. Now, | go a step further which a RAID5 setup would fail in this case, but with RAID6,
we can do it. So | failed another drive, now running 3/5. We still have the data!

[raidis]
(F

jFlthm z 31 [__Juul

YE cat smntsraid_labs
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13. Now let’s recover what a technician would do. So, to fix it, | would remove the
physical disks in a real-world event, and run the following commands to tell RAID6
that they are no longer in the configuration. Then | would “add” new disks and let
mdadm know that.

14. Now | want to simulate a different kind of failure, where we delete a drive completely
while running, so | use the command “watch -n 1 cat /proc/mdstat” which refreshes
the status and | remove a drive.
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15. As expected, there is a disk failure detected and disabling device.
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17.So 3/5 failed, and the data still works...so after some research it appears that it is
coming from the “Page Cache” which is the RAM and because it’s not even a KB of

data. (Not a real-world scenario!) So | clear the linux cache and now the data is
gone.

2 comm cat

urite

18. 1 check the RAID controller state, and as you can see 3/5 are removed



m --detail #

o umount -1 7
or an o I k@, st  write

20. Now after re-attaching the hardware, | do a force assemble and it appears that 4/5
disks are active, which is a problem. So | stop it, retry it again, same problem, so |
just end up manually adding the drive and that resolves the issue.



ihle --force --wverbose

ly out of date)

out of 5).

21. Now everything is running, | try to read my data that was long gone, and it appears it
doesn’t work because | wasn’t mounted into the directory, so | do that, and we’re
back!

= protected hg-HHID &

22.Now | want to make the RAID permanenty, so | do the following:

e Savingthe raid CONFIG

e Ran sudo mdadm --detail --scan | sudo tee -a /etc/mdadm/mdadm.conf
e Updating the boot sequence: sudo update-initramfs -u

e Sudo nano /etc/fstab



GHU_nano 7.2 Jeto/fstab

<dump

td4 default:

Conclusion

e | built a RAID 6 array from scratch on a VM

e Simulated drive failures

e Handled an “inactive” array and out-of-date metadata
e Resurrected a collapsed system

In the future, | can configure the RAID setup for additional drives to simulate upgrading!
This was a fun project to do that took me about an hour.



